
US credit reporting agency Equifax fell  
victim to a data breach in 2017 caused by a 
vulnerability in one of its web applications. 

The details of 146 million people were 
compromised, resulting in costs of up to  
$75 million and wiping $5.3 billion off its  
market cap.

$5.3 billion

Application penetration testing

With digital transformation comes 
increased risk, and although new 
technologies boost efficiencies and  
help facilitate growth, it is important  
to remember that every application  
you use is a potential route for hackers  
to infiltrate your organisation.

It is your responsibility to safeguard  
the information you hold and process,  
and so it is vital that your systems are 
properly verified in order to make sure 
your efficient new ways of working don’t 
become your downfall.  

Hackers are becoming more sophisticated 
and their attacks more targeted and 
frequent. Protecting your business and 
your customers from modern threats  
has never been more of a priority.

The threat to your business

Recent stats show that 74% of applications have 
at least one vulnerability violating the Open Web 
Application Security Project’s (OWASP) Top 10.

74%



An application penetration test assesses 
the robustness of your web or mobile 
applications, or other connected products, 
verifying their ability to withstand  
a malicious cyber attack.

This is a vital step if you take advantage 
of, or develop, any online-facing or internal 
applications or devices.

At Arcturus, we use the same state-of-
the-art techniques as criminal hackers to 
highlight any weaknesses that could pose  
a threat to your organisation and offer 
tailored recommendations on improvements 
in order to strengthen your security posture.

Penetration testing 
should be seen as an 
essential stage in the 
software development 
lifecycle, assisting in the 
detection and removal of 
vulnerabilities and ensuring 
end-user safety.

Protecting your company



Independent verification that your applications  
are working securely and without side effects 
provides customers confidence that your 
organisation and services are protected from  
both external and internal threats.

Carrying out a penetration test significantly reduces 
your chances of falling victim to a cyber attack.  
It can help you avoid the devastating effects of  
negative publicity arising following a security issue.

Prevention is far cheaper than the cure. The cost 
associated with fixing a data breach can be huge, that’s 
without considering the cost of communicating with 
those affected, dealing with inbound enquiries, and 
potential regulatory fines.

Below are a few examples of how application penetration testing can help you adhere to industry standards:

Identifying and addressing any security issues within 
your applications demonstrates that you take security 
seriously, helping to ensure regulatory compliance and 
avoice damaging fines associated with non-compliance.

Peace of mind

The main benefits

Protect your reputation

Save money

Compliance and regulations

Ensure compliance

Regulation Requirement

GDPR

Article 32 states that organisations must implement “A process for regularly 
testing, assessing and evaluating the effectiveness of technical and organisational 
measures for ensuring the security of the processing”. Penetration testing helps to 
address this.

ISO 27001
To comply with control A.12.6.1 of Annex A of ISO 27001:2013, you are required to 
prevent the exploitation of technical vulnerabilities. Penetration testing helps you 
identify vulnerabilities, and we will help you fix them.

PCI DSS
PCI DSS requirement 11.3 states you must perform annually external and internal 
penetration tests of your Card Data Environment (CDE). The scope of these tests 
must include both application-layer and network-layer assessments.



Our services

Web application 
testing

Mobile application 
testing

Product 
assessment

Whether you develop online-facing 
applications or connected products, or 
simply use them in day-to-day operations,  
all of our application penetration tests 
identify and address any security gaps.

We have tailored testing services for 
both web and mobile applications, while 
our product assessment can identify and 
manage threats throughout the software 
development lifecycle. All our of services 
follow industry best-practice methodologies.



Vulnerabilities Business impact

SQL injection

OS command injection

Injection can result in data loss, corruption, or disclosure to unauthorised parties, 
loss of accountability, or denial of access. Injection can also sometimes lead to  
complete host takeover.

The business impact depends on the use of the application and data.

Default or weak password

Session fixation

Insufficient brute force protection

Predictable session tokens

Attackers have to gain access to only a few accounts, or just one admin account  
to compromise a system. Depending on the use of the application, this may allow 
money laundering, social security fraud, and identity theft, or disclose legally  
protected highly sensitive information.

SSL/TLS weaknesses

Failure frequently compromises all data that should have been protected.  
Typically, this information includes sensitive personal information, data such as 
health records, credentials, and credit cards, which often require protection as  
defined by laws or regulations such as GDPR or local privacy laws.

XML External Entities (XXE)

Flaws can be used to extract data, execute a remote request from the server,  
scan internal systems, perform denial-of-service attacks, as well as executing  
other attacks.

The business impact depends on the protection needs of all affected  
applications and data.

Forced browsing

Authorisation by parameter  
manipulation

Missing function level access control

Unvalidated redirect

Attackers acting as users or administrators, or users using privileged functions  
are able to create, access, modify or delete records.

The business impact depends on the protection needs of the application  
and data and sensitivity of the information held.

Reflected XSS

Stored XSS

DOM XSS

The impact of stored XSS attacks can be severe with remote code execution on the 
victim's browser, allowing attackers to steal credentials, hijack sessions or deliver 
malware to the victim. The impact of reflected XSS or DOM XSS are more moderate.

Insecure deserialisation

The impact of these flaws cannot be overstated, since they can lead to remote  
code execution attacks, some of the most serious attacks possible.

The business impact depends on the extent of the failure of application protection 
mechanisms and the level of data corruption of exfiltration.

This table highlights examples of the  
types of vulnerabilities that we look  
for during an assessment, and the  
associated business impact of each:

Our standard assessment utilises a finely 
tuned methodology that we developed  
in-house. While the technology or  
processes being tested will determine  
the specific test tools and techniques 
employed, the assessments are in-line  
with recognised methodologies.

Our methodology



Working closely with your 
team, we identify your specific 
requirements to ensure we 
completely understand your 
needs before starting a job.  
We then build a proposal based 
on your success criteria, ensuring 
that we achieve complete 
coverage of your applications.

After a full debrief, we will support 
you through the process of removing 
vulnerabilities and properly securing your 
applications and platforms. If you have 
any follow up questions your consultant 
is also on hand to provide advice and talk 
through any areas of concern.

Our experienced team carry out 
interactive testing against the 
agreed scope using state-of-the-art 
tools and the most sophisticated 
attack methodologies.

We provide regular progress reports 
highlighting our findings. At the end 
of testing we deliver a comprehensive 
report, written in clear English, and 
provide a step-by-step guide on how  
to address any weaknesses we find.

1. Pre-test

4. Review

2. Testing

3. Reporting

We offer a bespoke and pragmatic approach to security testing, resulting in actionable 
recommendations that make a real difference to you and your customers. 

Below is our four-step engagement process for each job, which is designed  
to meet your unique needs:

What to expect when working with Arcturus



After each assessment we deliver three 
reports. From high-level summaries to 
technical information, we equip each 
stakeholder with the right level of detail  
to understand and act on the outcomes  
of our assessments.

We also organise full debriefs following 
each assessment to walk you through 
each report, answering your questions and 
ensuring you know exactly how to properly 
protect your business-critical applications.

Our reports

High-level summary 
outlining the business 
impact of our  
assessment findings.

Intended audience:

• C-suite.

• Senior management.

Detailed report of 
important findings, 
complete with an 
impact rating and 
recommendations.

Intended audience:

• Project managers.

• Operational managers.

Detailed report 
of all findings, 
including resolution 
recommendations, 
examples and evidence  
to reproduce findings.

Intended audience:

• Application developers.

• Technical support staff.

Meeting with consultants 
who carried out the test  
to discuss the findings  
and next steps.

Intended audience:

• Client dependent.

Executive 
summary

Management 
report

Technical  
report

Debrief



• All our proposals 
 are bespoke and fully 
 transparent with regards 
 to pricing, avoiding any 
 unexpected surprises.

• We keep you continually 
 updated throughout 
 testing so you’re fully 
 informed every step  
 of the way.   

• With a wide range 
 of accreditations, our 
 specialist team have 
 years of experience 
 in delivering real-world 
 penetration testing.

• You will also be given  
 a dedicated lead 
 consultant who will 
 manage the project, 
 supported by our  
 in-house team.

• We work with you  
 to scope out and develop 
 a test tailored specifically 
 for your needs.

• Our blend of standard 
 industry methods and 
 bespoke tools ensures 
 that every test we 
 undertake is as rigorous 
 as possible.

• Our reports are clearly 
 laid out, providing your 
 team with the 
 information needed  
 to help with decision 
 making and remediation. 

• We provide detailed 
 debriefs and 
 consultation to support 
 you in removing any 
 vulnerabilities and fully 
 securing your systems.

Our 
communication

Our  
team

Our  
methodology

Our reporting and 
ongoing support

We are proud to say that we are trusted by companies  
of all sizes and recommended by our growing client base.

Why choose Arcturus?



Our other services

T:  01635 015635 E:  info@arcturussecurity.com W: www.arcturussecurity.com

We are

Our proactive and thorough assessments 
offer complete assurance that your 
applications and systems are free from bugs 
and vulnerabilities that could pose a risk to 
your organisation’s safety and reputation.

Our continuous scanning solution for  
your external infrastructure alerts you  
to any high-risk issues on your network, 
meaning these can be addressed  
before they impact daily operations.

• Application penetration testing  
 Identifying and addressing any security  
 holes in your business-critical applications. 

• Network infrastructure testing  
 Assessments of your internet perimeter  
 and internal corporate network to ensure  
 they are secure.

•	 Configuration	reviews  
 An audit of business devices to ensure  
 they work securely and in harmony within  
 your network infrastructure.  

• Oversight  
 Live surveillance of your external networks  
 to detect any suspicious activity and  
 safeguarding you from any intruders.

Assure Monitor


