
Ensure 
comprehensive 
testing

Satisfy 
requirement 11

Protect your 
customers

Safeguard  
your reputation

Avoid  
regulatory fines

Penetration Testing for PCI DSS

Everyone knows security testing is 
essential to maintain PCI DSS status,  
but are you certain you are testing  
the right areas? Are you still  
just treating compliance as a ‘tick  
box exercise’?

Failure to carry out regular and 
comprehensive security testing  
can result in substantial fines  
and damage to your business.

Our expert team is on hand to  
help you protect your reputation  
and satisfy regulators as the  
compliance landscape continues  
to evolve.

Over three quarters of these were caused  
by issues at the application layer. (Source: 
Cyberfort Group, PCI DSS: War stories from 
the front line)
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21% of fines issued by the Information 
Commissioner’s Office (ICO) between 2015  
and 2018 involved insecure payment card  
data or financial information. 

21%



Covering all bases

Securing your infrastructure

External network 
infrastructure 
testing

Internal network 
infrastructure 
testing

Application 
penetration 
testing

Configuration 
reviews

To remain compliant with PCI DSS and 
avoid substantial fines, you need to test all 
systems on an annual basis, and after any 
significant changes are made, in order to 
address any potential weaknesses. 

We help you satisfy PCI DSS Requirement 11 
Regularly test security systems and processes, by:

Only 52.4% of  
organisations were  
compliant with PCI  
DSS throughout 2017. 
(Source: Verizon)

52.4%
Using industry-accepted penetration  
testing approaches

Assessing internal and external networks

Validating segmentation  
and scope-reduction controls

Testing both the CDE perimeter  
and critical systems

 Conducting application-layer penetration  
tests and network-layer penetration tests

Including components that support network  
functions and operating systems

Quarterly external and internal vulnerability  
scans (using ASV Tenable.io®)

 Providing comprehensive reports  
to outline remediation activities 



Our services are uniquely 
tailored to you, ensuring 
complete visibility over 
your systems.

We provide a fully 
transparent service  
and keep you updated 
every step of the way.

We offer dedicated  
lead consultants and  
a specialist team with  
real-world experience.

Our detailed reports and 
debriefs provide the clarity 
you need to make the 
decisions that matter.

Whether your organisation is large or small,  
and no matter what stage of the journey  
you’re on, we will equip you with the tools  
you need to adhere to PCI DSS. 

Why choose Arcturus?

Bespoke  
Service

Clear 
communication

Expert  
team

Straightforward 
reporting

To discuss your 
requirements or find out 
more about our PCI DSS 

services, get in touch  
to speak directly with  
a member of the team. 



T:  01635 015635 E:  info@arcturussecurity.com W: www.arcturussecurity.com

We are


