
75% 
75% of data breaches are caused by external 
attackers, while careless, negligent, and 
malicious insiders with legitimate access to 
systems and data has led to 25% of breaches.

Source: 2017 Data Breach Investigations Report (Verizon)

77% 
77% of organisations do not have a formal 
cyber security incident response plan in place, 
with 27% admitting that they do not apply  
their incident response plan consistently  
across the enterprise.

Source: The Third Annual Study on the Cyber Resilient Organization, 
March 2018. (Ponemon Institute for IBM Resilient)

Oversight 
24/7 perimeter monitoring

The threat to  
your business 
New vulnerabilities are discovered every 
day, and hackers exploit them in a matter 
of hours. 

Targeted breaches, together with broad 
attacks across the internet and the rise 
of the rent-a-hacker economy means that 
organisations need to prepare for when 
they are attacked, not if.  

Physical, virtual and cloud environments 
present unique challenges when it comes 
to detecting potential weaknesses that 
could lead to crippling fines and irreparable 
reputational damage. 

Oversight provides a one-stop-shop for 
all your external monitoring and alerting 
requirements, putting you one step ahead 
of the bad guys.  



Protecting your company 
You would fix a broken office window as 
soon as you noticed it. If you aren’t doing 
the same with the weaknesses in your 
network perimeter, it’s only a matter of time 
before a malicious individual compromises 
your business.

Our 24/7 monitoring service offers complete 
coverage of your network perimeter. We 
proactively detect and notify you of changes 
and vulnerabilities in your external facing 
infrastructure as and when they happen, 
allowing you to take action before someone 
else does. 

We focus on identifying the 
high-risk issues that directly 
impact your business. We 
remove false positives and 
immediately alert you when an 
issue arises on your perimeter, 
supporting you to take the 
right action at the right time. 

33bn
By 2023, we can expect  
to see 33 billion data  
records being stolen by  
cyber criminals each year.

[Source: Juniper Research: The Future  
of Cybercrime & Security report]



Our methodology
Our scans utilise a finely tuned in-house 
developed methodology which optimises 
automated testing with manual verification  
to deliver the most effective assessment  
of your networks.

While the technology or processes being 
tested will determine the specific test tools  
and techniques employed, the assessments 
are in-line with recognised methodologies.

24/7 monitoring 

•  Your internet-facing 
perimeter will undergo 
regular, proactive scans  
to detect new 
vulnerabilities, allowing 
you to sleep at night.

Impact-focused 

•  CREST-qualified 
consultants review  
all findings to reduce 
false alarms, identifying 
the high-risk issues  
that directly impact  
your business.

Immediate 
notifications

•  We’ll proactively alert 
you as soon as an  
issue arises on your 
perimeter, enabling  
you to take action  
before someone  
else does.

Easy 
implementation

•  There is no software  
to install and configure, 
just tell us where your 
assets are and we’ll  
do the rest.



Regulation Requirement

GDPR

Article 32 requires organisations to implement technical measures to ensure data 
security. 32(d) states that organisations must implement “A process for regularly 
testing, assessing and evaluating the effectiveness of technical and organisational 
measures for ensuring the security of the processing”.

ISO 27001
To comply with control A.12.6.1 of Annex A of ISO 27001:2013, you are required  
to prevent the exploitation of technical vulnerabilities. Penetration testing will  
help you identify vulnerabilities, so you can fix them.

PCI DSS
PCI DSS requirement 11.3 states you must perform annually external and internal 
penetration tests of your Card Data Environment (CDE). The scope of these tests 
must include both application-layer and network-layer assessments.

Compliance and regulations
Below are a few examples of how application penetration  
testing can help you adhere to industry standards.



Vulnerabilities Business impact

Missing security updates

Unsupported software components

Insecure software configuration

Such flaws frequently give attackers unauthorised access to some  
system data or functionality. Occasionally, these flaws result in  
complete system compromise. The business impact identified will  
reflect the protection needs of the system and data.

Misconfigured firewall rulesets

Open ports can expose unprotected services behind the firewall.  
Legacy systems may also provide a back door into a network.  
An attacker can manipulate such systems using known vulnerabilities  
to compromise other systems.

Default or weak passwords

Attackers must gain access to only a few accounts, or just one admin  
account to compromise a system. This may allow money laundering,  
social security fraud, and identity theft, or disclose legally protected  
highly sensitive information.

Exposed services

Exposed services and applications such as FTP, SSH, mail services,  
web sites and administrative interfaces can allow an attacker to  
penetrate your environment or exploit weaknesses leading to data  
loss, impersonation and reputational damage.

Identifying your security gaps
Oversight will scan for and identify the following vulnerabilities.  
We will assess the severity and associated business impact  
of each as required and alert you so that you can take action.



• All our proposals 
 are bespoke and fully 
 transparent with regards 
 to pricing, avoiding any 
 unexpected surprises.

•  We keep you continually 
updated, so you know 
what we’re up to at  
every stage.

•  With a wide range  
of accreditations,  
our specialist team  
are experts in  
delivering security 
systems and  
penetration  
testing services.

•  Your dedicated 
relationship manager  
will ensure effective 
delivery of our  
service, supported  
by our in-house  
service support team.

•  We work with you  
to define, develop  
and deliver a  
monitoring solution 
tailored specifically  
for your needs.

•  Our unique blend  
of industry standard 
and bespoke toolsets 
ensures that our 
monitoring of your 
platforms and 
environments is as 
rigorous as possible.

•  Our alerts are clear 
providing you with  
the information you  
need at a glance,  
to support rapid 
response and short 
resolution times. 

•  We constantly monitor 
for zero-day and other 
vulnerabilities and 
ensure our scanning 
platforms are configured 
to detect vulnerabilities 
as soon as they  
are published.

Our 
communication

Our  
team

Our  
service

Our alerting and 
ongoing support

We are proud to say that we are trusted by companies  
of all sizes and recommended by our growing client base.

Why choose Arcturus?



Our other services

T:  01635 015635 E:  info@arcturussecurity.com W: www.arcturussecurity.com

We are

Our proactive and thorough 
assessments offer complete 
assurance that your applications  
and systems are free from bugs  
and vulnerabilities that could pose  
a risk to your organisation’s safety 
and reputation.

• Application penetration testing  
 Identifying and addressing any security  
 holes in your business-critical applications. 

•  Network infrastructure testing  
Remote and manual assessments of your vital 
business infrastructure to ensure it is secure.

•	 	Configuration	reviews  
An audit of business devices to ensure  
they work securely and in harmony with  
other network infrastructure.  

Assure


