
Secure coding workshop 
for web applications

Building security into your  
development process

Too often, security comes as an 
afterthought during the application 
development process. A last-minute 
rush to identify and resolve security 
issues can have serious consequences, 
including unexpected costs, delayed 
release dates, and, crucially, 
vulnerabilities that go undiscovered.

We believe in a different approach. Our 
consultants have years of expertise 
in building security into the entire 
application development process, and in 
just two days, we’ll guide you through 
how to implement good security practice 
throughout your development life cycle.

The cost of fixing a bug  
found during the implementation 
stage is six times more expensive 
than fixing one identified in the 
design process

Source: The Systems Science Institute at IBM

Spot and 
mitigate 
risks in your 
software 
before launch

Reduce costs 
during the 
development 
process

Go to market 
quicker



About our coding workshop

Our workshop covers:

In just two days, our expert consultants 
will help you to get to grips with the most 
common flaws that can crop up during 
the web application development process. 
Regardless of programming language or 
your development processes, we’ll work  
with you to teach you how to quickly identify 
and mitigate risks in an agile way.

Through a mix of presentations and  
hands-on lab sessions, you’ll get into 
the mindset of a hacker and gain a 
full understanding of how application 
vulnerabilities are detected and exploited 
by attackers, and what can be done by 
developers to prevent this.

Whether you’re a software developer, 
software architect, security consultant or 
quality assurance engineer, we’ll help you 
to understand and mitigate the security 
risks that can seriously harm the success 
of your projects. 

The OWASP top 10 critical web application security 
risks and the basics of web application security

The exploitation of common vulnerabilities, 
including SQL injection, filter bypasses, query 
chaining and blind exploitation

How to break and build robust authentication 
and authorisation mechanisms and session 
management routines

How to interact securely with database 
management systems 

Application mapping, use of automation, and how 
client-side controls can be bypassed

The detection and exploitation of cross-site 
scripting issues and other client-side flaws

How to uncover common business logic flaws using 
dynamic analysis and static code analysis, and 
good practice techniques to address these issues

Understanding common access controls and flaws, 
including command injection, code injection, and 
XML injection

web applications were the biggest 
target for data breaches.

of web applications have been found to 
be vulnerable to unauthorised access, 
with 17% having exploits that could result 
in a full takeover by a threat actor.

Source: Verizon Data Breach Investigations Report

Source: Positive Technologies

In 2018

48%



Our workshops are tailored 
to the way you work.

We are a CREST-approved cyber security consultancy made up of 
experts in the field. By combining cutting-edge technical expertise 
with clear communication, we work with businesses of all sizes to 
guide them through the ever-changing security landscape.

Why choose Arcturus?

Bespoke  
Service

To discuss your 
requirements or find out 
more about our Secure 

Coding Workshops, get in 
touch to speak directly with 

a member of the team.

Gain an understanding 
of the most up-to-date 
techniques used by 
hackers.

Advanced 
techniques

Security specialists 
with years of real-world 
experience. 

Expert  
team

Take away clear tips to 
build security into your 
development processes.

Straightforward 
reporting



T:  01635 015635 E:  info@arcturussecurity.com W: www.arcturussecurity.com

We are


